Hosted Direct mdEmail® Overview

https://www.directmdemail.com



https://www.tn.gov/ehealth/section/direct-technology
https://www.directmdemail.com/

Introduction

Direct Secure Messaging is a means for secure health
information exchange within a trusted network. It is a
scalable, interoperable, and easy-to-use technical standard
announced by the ONC in 2010 as part of the Nationwide
Health Information Network. The Direct Protocol enables
participants to send authenticated, encrypted health
information only to known and trusted recipients, creating
an improved coordination of care amongst organizations,
providers and patients.



Introduction

Please note...
* Direct Messages are routed to only trusted and known recipients.
e Direct Messages cannot be compromised during transmission.
* Direct Messages can be opened only by intended recipients.

jane.doe@direct.hospital.org john.doe@direct.medpractice.com
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Activating a Direct Address

An Activation email will
be delivered to a user’s
registered activation
email address.

Click the link in the email
which will prompt
password creation and
complete the activation
process .

The link in the activation
email will expire after
one week, however, it
can be resent upon
request by contacting
support@max.md

New Direct Email Account Activation ¥ View Source

Date: Today, 12:36:25 PM EDT l Save
From: MaxMD Direct Project
To: kdfinlay@max.mad

£ Text part (1KB) & iy

Dear MaxMD Admin,

Please click the link below to activate your new Direct mdEmail account. Once your password is created,
you will be automatically logged into your Direct mdEmail account.

If you have questions or require assistance, please reply to this email or call 1-877-629-6363 for
customer support.

https://www.max.md/maxmd-direct-init.htmI?p=qUpxrV6LOITFSQI0y6-
wplLvIhMILLPiuRISYS5xricYGOGHOHAh7HICCaX6ZtYQeXvZNSFMBQ 2hmpl4LlibsQ1WVkk3ImnNyOQicVhEBt2:

Kevin Williams
MaxMD Direct mdEmail Support
201-963-0005



mailto:support@max.md

Logging In

MaxMD

SECURE COMMUNICATIONS SOLUTIONS

EMABLING BETTER COORDINATED CARE About MaxMD Products & Services Contact

Use Cases Direct Tools

How it Works

Login to Hosted Direct mdEmail®

Direct address

Enter Direct address

Password

Enter Password
Reset Password

Tutorials and Support

Click the Login button after
typing vour full Direct Address
and password. Password reset
emails will be sent to a user’s

alert email address

Login page:
https://www.directmdemail.com/auth/Signln



https://www.directmdemail.com/auth/SignIn
https://www.directmdemail.com/auth/SignIn
https://www.directmdemail.com/auth/SignIn

Hosted Direct mdEmail® Interface

MaXMD Mail »  Calendar »  Address Book - Tasks -  Notes - £k

Direct mdEmail v3.0
037282017 12:40:34 COT

© Add Content

Calendar
No events to display

Mail
Mailbox Unseen Total
Inbox 103

Click the inbox button or the Taske
Mail dropdown menu at the top Notasks to display
of the screen to view the inbox.

Filters
@ wnitelist active

& ‘Aacation inactive
(®) Blacklist active

@ Spam Filter inactive

= Forward active

Notes Contact Search

0 notes P
No notes to display Search for:




Hosted Direct mdEmail® Interface

MaxMD Mail Calendar ,  Address Book , Tasks » Notes I M_d?(Sighaturgs w |Search (E Message) =

Direct mdEmail v3.0

kdfinlay@direct max md Inbox (98 Messages)

© NewMessage ) Refresh ‘ 4 Reply v | = Forward ¥ | il Delete ‘ Other ¥  Filter ¥
b .
Inbox Sort ¥ 7 XD* Originated Message @ Cpen in new window
Q Drafts To: kdfinlay@direct. max.md 04/26/2016 |~ . .
ra 'y From: Yan Direct Production o Cther Options ¥
m Sent Processed: Microsoft Qutlook Test Message Date: D528/2014 (10:32:33 AM EDT)
Q Templates kwilliams@direct max.md 04/26/2016 To: kwiliams@directmax.md kdfinlay@direct.max.md
ﬁi Trash Re: CCD: TEST PORTAL PATIENT @ [> 1Attachment
ras|
kwilliams@directmax.md 04/26/2018
i Folder Actions Dispatched: Re: CCD: TEST PORTAL PATIENT £ Text part (1 KB) L ﬁ
kwilliams@direct max.md 0472672016
Processed: Re: CCD: TEST PORTAL PATIENT Dear Direct Message User.

i Virtual Folders

£ virtual nbox n van Direct Production 0312872016 The attached file(s) is/are the document(s) sent by Yan Wang (xdsre@direct evalind
CCD with Cerner PDF

To view the CCD content. please save the attachment(s) to vour local machine and then Click Here and upload the CCD to the MaxMD XD Message Viewer.

1 kwilliams@direct max.md 032812016

Processed: XD* Originated Message Best regards

kwilliams@direct max.md 032812016 D O W n | O a d Att a C h m e nt
i Dispatched: XD* Originated Message MaxMD Direct Pro_]ecl Team
n Yan Direct Production 02/05/2016

NLP CCD
1 Yan Direct Production 02/05/2016

NLP PDF - Using PDF Viewer “ - —

b D it1.xml (63 KB 1

1 patientinfo@stvhs.direct.relayhealth.com 02/01/2016 @oucumenxm[)lo

processed:Interoperability Test

interop-test@direct relayhealth.com 02/01/2016 . .
4 RE : MaxMD Interoperability Test O n e - C | | C |< C C D \/ | e \N e r

n interop-test@direct.relayhealth.com 02/01/20186
processed:MaxMD Interoperability Test
" ywang@directmax.md 08/26/2015
Processed: Re
postmaster@direct mdemail.md 08/26/2015
1 Re -
1 cliu@directmax.md 07/2812015 S e | e Ct a D | re Ct l\/l e S S a g e

Accepted: test

" cliu@direct max md 072812015 tO \/ | e W | n t h e p r‘e\/ | e W

Accepted: test

pane. Double-click to

kdfinlay@max.md 05/08/2014

. open the Message in a
new window.




CCD Viewer

Close & Pint | @ Download CCD ( l
MaxMD Direct C i Download CCD

You are viewing a CCD document.

Table of Contents to
show, hide, or re-
arrange CCD sections

Print CCD

File name: /IHE_XDM/SUBSETO1/document.xmil

Select CCO Viewer Style Sheet | ONC

Continuity of Care Document

D.O.B January 1, 2006 }

EE S Female \
\

[Rece WD \
\

IEEETET N ot Hisparic or Latino

Primary Home:
329 MAINE ST

Euniat R BRUNSWICK, ME 04011

Table of Contents =

LT TR oo s 6700 32851 EEEEEann
You can arrange the document to your preferences. Move sections by dragging them. Hide by closing. Use the TOC to review.

a [ Allergies, Adverse Reactions. A #
&3 Encounters IE) Medications B Resutts

Encounter Location Date/Time Medication Dose Route Sig Days/Qty QOrder Di Status Test Source Date Result Interp. Ref. Comments
Office Visit Brunswick Primary Care 04723013 500pm || = = Date Date . - Range
Registered Clinic  Parkview Adventist Medical 03/12/13 6:30: =i 29 VETY n lanine arc

egister: inic - Parkview Adventis ic al am (Asa) Mg PO Day 30 Qty 08133 Active TR 12,2013 44 UL N T

' (ALTISGPT) &:31am

Allergies, ad tions, alert: .
Allergen Type  Severity Reaction Status Last Updated _ _ I a3 gmidL = —
Codeine  Allergy Intermediate Nausea  Active 0422013 Payer Name | Policy Number |Subscriber Name | Relationship T

Seif Pay Alkaline 100 1 145 -
Phosphatase e uiL 200 Problems &

2 Plan of care 631am

7 Problems 2 . -
Prescriptions See Medications Section Anion Gap So13 =280 . — Functional Status -

Medical Problems 335pm _-
P i EEoDIEM Onset Date SIETS Aspartate Aming March S A
¥ Vital signs ® (T) potential duplicate row. Click here to hide. Transf 12,2013 15 UL N 15-55
N known vital signs results. A (7) duplicate rows hidden. Click here to show ITEEET (A

L:ZTr;z:\s\:;rkers'lung ﬂ:::x: i:::: Dloodhes ﬂnp{gx U N 8-28
I izati Nitrogen o mag/dL -
B 1mmunizations Mushroom workers’ lung Unknown Active :'BEIDT!
Ne immunization records. Acute tonsilitis Unknown Active . (22 @) 88
Mushroom workers’ lung Unknown Active Caleium Level 5!331539’“ mg/dL N 108
I8 Functional status Mushroom workers’ lung Unknown Active Apri 22,
o Wistroomuerkers g Unknom  Acve Gerton D IR w e
No functional status results. Mushroom workers' lung Unknown Active Level 3:38pm mEg/L
Mushroom workers’ lung Unkngwn Active April 22,5y 100-
ﬂ Procedures Mushroom workers’ lung Unknown Active Chloride Level 2013 mEa/L N 13
N CANCER LUNG 162.8 Unknown Active 3:35pm
No known history of procedures. April 22,
Creatinine 2013 :hgde N 0310
[ social history 3:35pm
April 22, 6
No social history. Glucose Level 2013 N 60-100
235pm ma/dL
March
Hematocrit 12,2013 410% N 2
E:31am

Drag and drop sections to
re-arrange CCD content.




Create, Reply and Forward Messages

MaXMD Mail - Calendar » Address Book .~ Tasks .~ Notes .~ _f';.

Direct mdEmail v3.0
03282017 12:50:12 CDT

© New Message ") Refresh ‘ 4= Reply ¥ | = Forward ¥ | M Delete ‘

¥ Inbox A Sort v
Q Drafts 2 To: kdfinlgff@direct.max.md 04/26/2016 |=
FProcessgd: Microsoft Qutlook Test Messa
() sent
04/26/2016
Templates .
% e | REPLY: -
Click the reply drop 4PER0E
down arrow to reveal :
i Folder Actions ¥ . PORTAL PATIENT
reply options. 04/26/2016
.~:~ Viriual Folders Frocessed: Re: CCD: TEST PORTAL PATIENT
Yan Direct Production 292016
_ CREATE: 4 CCD with Cemner PDF FORWARD:
Click the New Message kowilliams@direct max.md Click the forward drop pbasoss

button to create a new
Direct Message.

down arrow to reveal
forward options.




Addressing a New Message

MaXMD Mail - Calendar »  Address Book - Tasks -  Notes . £

Direct mdEmail v3.0

03282017 15:39:49 CDT -
o New Message l-‘!u"lail:: Mew Message - Google Chrome : x
‘ﬂ Inhox 8 Secure | https://horde.max.md/imp/dynafpic.php?page=composelitype=newditoken=mwEKf7 mNLWhZMN2rDzYUMDw4&unig=
Q Drafts - Send | [ ‘ =™ Save as Draft
(8 sent -
Q Templates New Message [+ HTML composition (i
= From: kdfinlay@direct max.md (Default Identity) [## Save in Sent w
[ Trash e
Friarity: Normal
To: Bruce . )
1 o . |Cptions ¥

il Folder Actions Subject: =IDET =HHEE

Laura Brunkdslbrunks@directgru.edu=
." Virtual Folders D Timaothy Bruni iig@direct mhg.com=
ﬂ Wirtual Inbox Kim Cwen <kowen tparkview.md=

El sourg ANMY BRUMMER =abrum irect.dmc.o

If the Direct Address or name of the
el Brush ~ebrush @arectanthc o recipient is known, key it into the

e e “To:” field. If the recipient’s Direct -l
Bruce Saylor <bsaylor@directmhg.com= Address is unknown, the DirectTrust
sunsetmanor@healfipolnt medicitinet Directory is accessible by clicking the
Address book in the top menu bar.

Bruce Bibee =bbibes@directanthg.org=




Attaching a File to a Message

MaXMD Mail - Calendar - Address Book - Tasks - Notes .~ 'fIP

Direct mdEmail v3.0
03282017 15:48:45 CDT

£ Inbox
Q Drafts
ﬁ Sent
Q Templates New Message [« HTML composition
= From: kdfinlay@direct max.md (Default Identity) ¥ [#| Save in Sent v
[ Trash Priority: Normal +
To: Bruce Schreiber <bruce@direct. max.md=, P )
|| To: Bruce Schreiber <bruce@directmax.md Cther Options ¥
Add Cc

il Folder Actions Subject:
i Virual Folders & : | Choose File |No file chosen
ﬂ Virtual Inbox :

E Source E =

iz = = o

T To attach a file click the - N

Choose File button and
then navigate to the saved
file location. Click the
appropriate file to attach
to the Direct Message.




Incoming Message Notifications

When a Direct Message is

From: MaxMD Direct Message Center <donotreply @maxmddirect. com = ) )
To: kdfinlay @masx.md rece|\/ed an ema||
Ce

notification is sent to a
user’s Alert email address

Subject: Successful Direct Message Delivery for kdfinlay@ direct. max.md

Dear Keith Finlay,

You have recetved a new Direct message at vour Direct address kdfinlavfidirect. max.md. The message has been delivered to vour endpoint.

From vour Direct Message Center at MaxMD Direct mdEmail V3.0

-------- Dhirect Message Information --------

Alert Il INBOUNDSERVER-00ff2b3d-d93¢c-4190-9bb1-4d3a72a09230
From: vwangfdirect. max.md

To: kdfinlavi@direct. max.md

Sent Time: 2017-03-28 16:22:13 CDT

Received Time: 2017-03-28 16:22:19 CDT

SMTP Message-1D:

Delivery Agent: Inbound Server




Message Delivery Notifications

MaXMD Mail ~ Calendar »  Address Book - Tasks -  Notes ~ -

Direct mdEmail v3.0

04/04/2017 13:226:35 CDT
© New Message (") Refresh | 4= Reply ¥ ‘ = Forward ¥ ‘ i Detete |

ﬁ Inbox Sot ¥ | o processed:MaxMD Interoperability Test
Q Drafts kwilliams@direct.max.md D4/26/2016 [~ - -

o ) ) From: interop-testi@direct.relayhealth.com
m Sent Processed: Re: CCD: TEST PORTAL PATIENT Date: 02/01/2016 (01:54-10 PM EDT)
Q Templates Yan Direct Production 03/29/2016 To: kdfinlay@direct.max.md

= CCD with Cerner PDF
M Trash

kwilliams@direct. max.md 03/28/2016

= Reportpart {1 KB
Processed: XD* Originated Message (Ej~eporte )

il Folder Actions =

kwilliams@direct max.md 03/28/2016 o A message you have sent has resulted in a return nofification from the recipient.
.Q Virtual Falders Dispatched: XD* Originated Message Technical details can be viewed HERE.
virtual Inbox Yan Direct Production 02/05/2016
ﬁ NLP CCD =| Text part (1 KB) . ¥4
Yan Direct Production 02/05/2016 Your message was successfully Processed

NLP PDF - Using FDF Viewer

patientinfo@stvhs.direct.relayhealth.com 02/0172016
processed:Interoperability Test

1 interop-test@direct.relayhealth.com 02/01/2016 W h en d D Ire Ct M €554 ge IS s€ ﬂt,
RE : MaxMD Interoperability Test the recei\/i ng H |SP |S req U | red by

interop-test@direct.relayhealth.com 021012016
H protocol to generate a Message

Delivery Notification (MDN) with
a status of the message.




MDNs vs DSNs for Outgoing Messages

Message Delivery Notification (MDN)

Required of all HISPs per Direct
Protocol specifications

Generated by receiving HISP and
delivered to the sender of a Direct
Message

Provides notification whether Direct
Message was successfully processed
by the receiving HISP

If no MDN is generated for a Direct
Message within 1 Hour, the Direct
Protocol specifies the Direct Message
must timeout and will not be
delivered.

Delivery Status Notification (DSN)

Not a requirement of the Direct
Protocol

Generated by receiving HISP and
delivered to the sender of a Direct
Message

Provides notification whether Direct
Message was successfully delivered
by the receiving HISP to the end-
user’s inbox



Folder Actions

MaXMD Mail - Calendar »  Address Book » Tasks -  Notes » g

Direct mdEmail v3.0

03282017 16:36:228 CDT

") Refresh ‘ 4 Reply * ‘ = Forward ‘ ﬁ Delete ‘

?
H

3 nbox Sort
Q Drafts kwilliamsi@direct.max.md 04/26/2016 |~
m Sent Processed: Re: CCD: TEST PORTAL PATIENT
Q Templates n Yan Eflir.ectPrndLmtin:un 03/29/2016
ﬁ Trash CCD with Cerner PDF
New folders can be created by clicking the
fili Folder Actions v Folder Actions down-arrow and then
i . .
i Mew Folder selecting New Folder. Click Show All to
Show All Fold . . .
.o et display created folders. Right-click created
Expand All . .
: Colapes Al neecel folders and Subscribe to display by default.
Yan Direct Production 02/05/2016 N
(5 Rebuild Folder List 4 NLP PDF - Using PDF Viewer

patientinfo@stvhs.direct.relayhealth.com 020172016
orocessed:Interoperability Test



Common & Shared Mailboxes

In some instances, there may be a need for an organization to have a Common
or Shared Mailbox

Common Mailbox

* A Common Mailbox can be accessed by multiple authorized users.

* The Common Mailbox is displayed in the authorized user’s folder located
within each individuals Direct mdEmail® account by clicking Inbox, Folder
Action, Show All.

* Areply from a Common Mailbox indicates the message is sent from the Direct
Address of the individual that composes the reply, not from the Common
Mailbox email address; this is for audit purposes.

* The Common Mailbox automatically populates the Common Mailbox Direct
Address in the CC: field so other authorized users monitoring the Common
Mailbox can view the reply. The reply message also appears in the “Sent”
folder of the individual that composed the reply.

* Subfolders for Common Mailboxes can be made upon request.



Common & Shared Mailboxes

Shared Mailbox

Authorized Users have the ability to share their Inbox and folders with other
Authorized User(s) that share the same Direct domain.

Shared mailboxes appear as folders and are located within each individuals
Direct mdEmail account by clicking Inbox -> Folder Actions -> Show All.

A reply from a Shared Mailbox indicates the message is sent from the Direct
Address of the individual that composes the reply, not from the Owner of
the Direct Mailbox being shared; this is for audit purposes.

The Shared Mailbox automatically populates the Shared Mailbox Direct
Address in the CC: field so the owner of the Shared Mailbox can view the
reply. The reply message also appears in the “Sent” folder of the individual
that composed the reply.

Subfolders for Shared Mailboxes can be made upon request.



Common & Shared Mailboxes

MaXMD Mail Calendar ,  Address Book , Tasks , Notes ,  .r%

Direct mdEmail v3.0

03312017 122223 CDT

© New Message ) Refresh ‘ 4 Reply ¥ ‘ = Forward ¥ ‘ @ Delete ‘

1 Inbox Sort

Q Drafts kwilliamsi@directmax.md 04/26/2016 [~

m Sant Frocessed: Re: CCD: TEST PORTAL PATIENT

E@e Spam " Yan Direct F:TEIE‘ll'.ICﬂI:II'I . IZI3.-'2'EI!2EI1E

2\ Templates ceol To view Common & Shared mailboxes, first a user
fij Trash must login with their own Direct Address and

proceed to their inbox. Common mailboxes
appear as folders named “share_...” In this
instance share setup is the inbox for
setup@direct.max.md. Right click and subscribe
to folders to display by default for all future logins.

il Folder Actions »

." share_setup
." share_support
." Virtwal Folders 1

MLP



Contact Us

: DuectTrust DmectTrust

@ EHNAC @ EHNAC

2200 Fletcher Ave Suite 506
support@max.md
201-963-0005
www.directmdemail.com



mailto:support@max.md
http://www.directmdemail.com/

